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Multivariate Cryptography and Code Base Cryptography together with three other directions form
the list of core areas of Poat Quantum Cryptography. Secure quadratic multivariate cryptosystem
from are able to establish the shortest digital signatures. An idea of multivariate cryptography
algorithms with quadratic transformation induced by walks on Cellular Schubert Graphs was
proposed recently. These graphs are defined via restriction of the incidence relations of finite
projective geometry on two distinct Schubert cells. The method defines nonlinear transformation
of the vector space of vertexes of one of this cells. In this paper the implementations of these
multivariate cryptosystems are considered in the case of large finite fields of characteristic 2.
Quadratic map of large order is combined with two affine transformations. The lower bound of
polynomial degree of the inverse map and complexity estimates for private key decryption are
introduced.
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Introduction. It is well known that Coding based Cryptography, Multivariate
Cryptography and Lattice based Cryptography are among five core areas of Post-
Quantum Cryptography. Each of these areas is based on the complexity of certain NP
hard problem. Noteworthy that fundamental assumption of cryptography that there are
no polynomial-time algorithms for solving any NP-hard problem remains valid. So all
five directions are well justified theoretically. The tender of US National Institute of
Standardisation Technology (NIST, 2017) is dedicated to the standardisation process
of possible real life Post-Quantum Public keys. Already selected in July of 2022 four
cryptosystems are developed via methods of Lattice based Cryptography. This fact
motivates researchers from other four core areas of Post Quantum Cryptography to
continue design of new cryptographical primitives. Graph based multivariate public
keys with bijective encryption maps generated via special walks on incidence graph of
projective geometry were proposed in [1]. It can be count as attempt to combine
methods of Coding based and Multivariate Cryptographies.
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Classical multivariate public rule is a transformation of n-dimensional vector
space over finite field Fywhich move vector (x,Xp,..,X,) to the tuple

(910X, X94eey X0)5 G2 (Xgs X yeeey Xy )yeees 1y (g, X940 X)), Where polynomials g; are
given in their standard form, i. e. lists of monomial terms in the lexicographical order.
The degree of this transformation is the maximal value of deg(g;). Traditionally
public rule has degree 2 or 3.

1. Projective geometries and Schubert cellular graphs

The incidence structure is the set V with partition sets P (points) and L (lines) and
symmetric binary relation | (graph) such that the incidence of two elements implies
that one of them is a point and another one is a line.

Projective geometry Ir"1PG(Fq) of dimension n-1 over the finite field Fy,
where ¢ is a prime power, is a totality of proper subspaces of the vector space
\Y :(Fq)n of nonzero dimension. This is the incidence system with type function
t(W)=dim(W), We”‘lPG(Fq) and incidence relation | defined by the condition
W, IW, if and only if one of these subspaces is embedded in another one.

We can select standard base e;,e,,...,e, of V and identify n_1PG(FO|) with the
totality of linear codes in (F¢)". The geometry nG(q)=”‘1PG(Fq) is a partition of
subsets "G; (q) consisting of elements of selected type i, i=1, 2,..., n-1. Let U stands
for the unipotent subgroup of automorphism group PGLy,(Fy) consisting of lower
unitriangular matrices.

Let us consider largest orbits MLS(q) of the natural action of U on"G,,(q) They
are known as largest Schubert cells. We consider the bipartite graph m"‘CSn(Fq) of

the restriction of | onto disjoint union mLS(Fq)and kLS(Fq). It is bipartite graph

with bidegrees q" and q°. We refer to m"‘CSn(Fq) as Cellular Schubert graph.

In particular case n=2m+1, k=m these graphs are known as Double Schubert
graphs (see [2] or [1] and further references). Fact that unipotent subgroup U can be

defined in the case of affine spaces K" allows to define cellular Schubert graphs
m'kCSn (K) over commutative ring K (see [2] or [1] and further references).
2. Linguistic graphs and symbolic computations

Let K be a commutative ring. We refer to an incidence structure with a point set
P=P;,=K*™Mand a line set L=L, , =K"™™ as linguistic incidence structure
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I (K) of type (s, r, m) if point X =(Xq,X2,..., Xg, Xs41s Xs4+2,--» Xg-m) 1S incident to
line y=[y1,Y2,-+¥Yrs ¥r+1> Yr+2+- Yr+m] if and only if the following relations hold

X t blyr+l = fl(le Xpyees Xgy Y1 y2’"'yr)’
X542 T2 0 = T (X, Xo0s Xoy Xsi1s Y15 Yoo Yoo Yeaa)s oo
amxs+m +bmyr+m = fm(xl’ X2""1 Xs’ Xs+1""’ Xs+ml yli y2’---’ yri Yr+1"--v yr+m)’

where aj and bj, j=12, ..,m are not zero divisors, and f; are multivariate

polynomials with coefficients from K.

The colour gx)=p((x)) (B()=p([y])) of point (x) (line [y]) is defined as
projection of an element (x) (respectively [y]) from a free module on its initial s

(relatively r) coordinates. As it follows from the definition of linguistic incidence
structure for each vertex of incidence graph there exists the unique neighbour of a
chosen colour.

For each be K" and p=(py, py.... Pssyy) there is the unique neighbour of the

point [I]=Np(p) with the colour b. Similarly for each ceK® and line
I=[l,15,...1r+m] there is the unique neighbour of the line (p)=N.([I]) with the
colour ¢.On the sets P and L of points and lines of linguistic graph we define jump
operators  J = Jp(p) = (by,b,...,0s, Pss1, Pss2ss Psam)s Where (by,b,,...,bg) e K®
and J =Jp([1]) =01, b2, 0 Ip i1, lps 20l pm], Where (by,bs,....b,) e K" for the
point (pq, P2,-.., Ps+m) and the line [Iy,lo,...1 . m]-

Noteworthy, that the path in vg,vq,...,vi the linguistic graph I, is determined
by starting vertex vpand colours of vertexes vyq,v,,...,vi . We can take commutative
ring R=K[yj,Y2,....y;] and consider graph I,(K) together with infinite graph
Im(R) =1 (KLyq, Y2,..., i ]) defined by the same polynomials fj,i=12,...,m with
coefficients from K but with partition sets RS*™ and R™*™M.

Assume that I=m+s. We can consider the path in I,,(R) of length 2k in with
starting  point  (Y1,Y2,.-Ys, Ys+1: Ys4+2:- Ys+m) and  consecutive  colours
Gy1,H1,G5,Ho,...,Gy, Hy Such that G; e K[X,X5,..Xs]° and H; € K[X1,Xp,...,Xs]" .

The last vertex of this path will be a point (p) with consecutive coordinates
M. hy,hg, fs 1, fsio, fsom  Where fi.fo,, sy are  elements  of

KIX1, X2 1000 Xg s Xs 412 X 42100 Xs 4 1 -
Finally we consider u=Jy(p) where H=(91,92,...,95) is the element of

KX, X5,....Xs]° . We define passage transformation
Pas(Gy,Gy,...,Gy, Hy, Ha,..., H , H) of KIS
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(space of points) with symbolic colours G, Hs,...,Gy, H and H via multivariate rule
Yo => 01(Y1s Yaues ¥5)s Y2 = G2 (Y1 Yaueos Y )i Ys = O (Y1, Yoo ¥s),
Ysir = foaa (Y0 Yaren Ysum)s Ysiz = Fsi2(Va Yoo Ysim)oeon
Ysim = fsom (Y0 Yare Ysum)-
It is easy to see that this transformation is bijective if the map y; = hj(y1, Y2, ¥s),
i=1,2, ..., sisbijective on K%,
We define degree of tuple (91,92,...,9¢) € K[X{, x2,...,x|]d as maximal degree
of polynomials g;,i=1, 2, ..., d. The following two statements are proven in [2].

Theorem 1. Let K be a commutative ring. Cellular Schubert graph m"‘CSm (K)
is a linguistic graph of degree 2 of type (s, r, p). Then transformations

Pas(Gy,Gy,....Gj,Hy, Hp,...Hj, H), j>10f the affine space K®*"Psuch that
deg(H,) =1, deg(G;) =1, i=12,..., jand H are quadratic multivariate tuples is a
quadratic map on K*P.

Conclusions. We are working on the algorithms for the generation of standard form of
the map of kind TG2T where G = Pas(G,,G,,...Gj,Hy, Hp,...., Hj, H) is a map of
Theorem 1, T is bijective affine transformation of V :(Fq)O| ,d=p+s (element of

AGLy (Fq)) and °T is injective linear map from V to vector space U of dimension |,
I>d. This standard form y; — f;(y1,¥2,....¥Yg),1=12,...,1 can be used as encryption
tool or instrument for digital signatures.

We implement the generation in the case K =F,, q= 232 Let us assume that
m, k, n, s, r, p, j are parameters of Theorem 1 and 2 and d=s+p. For the generation of
transformation G as above we select H; and G;,i=12,...,j of degree 1 with
pseudorandom coefficients and take

H = (I 2 lsts (Vsota)?s Vsta2) 2o (¥5) %)
where t, 1 <t<s is the constant, I;j(y1,Y2,..,Ys—t) are linear forms and rule
Vi = 1i(y1, Y2, Ys—t) is bijective transformation D of V of order qs‘t -1,i.e.Dis
a Singer cycle. Accordingly [1] this choice insures that polynomial degree of G tisat

least 23 and its order is multiple of qs_t —1.We assume that I=0(d) and m-k is a
constant and m=an for 0<a<1. Under this condition public user can encrypt in time

O(d3) and key owner can use his/her knowledge on H;,G; and H and decrypt in
time O(d?).
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NMininni  kogn knituH  LlyGepta Ta iMnNnemeHTauii HoBUX
KBagpaTU4YHUX nNyoniyHMX KnwdiB Kpuntorpadcpii Big OGaratbox
3MIHHMX

Bacunb Yctumenko, Onekcangp NycTosiT

Kpunmoepagia 6i0 6acamvox sminnux ma Kpunmoepaghis, wo 6azyemvcsi Ha xooax pazom 3
MpbOMA  THUWUMU HANPAMKAMY, CHMAHOBNAMb CHUCOK OCHOGHUX 2anysell Ilocmxeanmosoi
Kpunmoepadhii. besneuni xeadpamuuni Kpunmocucmemu 6i0 0a2amvoX 3MIHHUX 30AMHI
peanizygsamu Hatikopomuii yugposi nionucu. Hewoodasno 6yna 3anpononosana ioes aneopummis
Kpunmozpagii 6i0 Oazamvox 3MIHHUX 3 K8AOPAMUYHUMU NEPEeMBOPEHHAMU, WO IHOYKOBAHI
onykannamu y knimumax epaga Illybepma. Li epagu eusnauaomvca uepes obOmedcenH:
BIOHOWIEHHS! THUOEHMHOCMI CKIHYEeHHOI NPOeKMUBHOI 2eomempii Ha 08I Pi3Hi HAUOINbWI KITMUHU
LIybepma. Memoo eusnauac Heniniline NEPMEOPEHHsL HA BEKMOPHOMY HPOCMOPI 6ePultH OOHIET 3
xkuimun. 'Y yiti cmammi Mu po3ensoaemo imniemenmayiio yiei cxemu Osi OeKilbKOX CIMelicmes
epaghie, usHaUEHUX HAO BeNUKUMU CKIHYEHHUMU NOAAMU Xapakmepucmuku 06a. Keadpamuune
8I000padicenHs  8eauK020 MNOPsOKY KOMOIHYEMbCA 3 080MA  ADIHHUMU  NEPemEOpeHHAMU.
Hasoodumuvca oyinka noninomianvhoi cmeneni 00epHeHo20 8i000paiceHHss ma OYiHKa weuoKooii
npuUBamHO20 Koud.
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